4 Verkada

Wireless Locks

Integration Guide




4

Overview

Wireless Locks Integration Guide

Verkada integrates with third-party wireless locks to allow schools, healthcare facilities, multifamily residential communities and
commercial buildings to secure more entrances with Verkada’s integrated physical security platform. Wireless lock integrations
allow organizations to use Verkada’s cloud-based access control platform for applications, including:

e Low-and medium-traffic interior doors like those for offices, classrooms and patient rooms.

e Locks securing cabinets and storage lockers.
e Locks installed on difficult-to-mount surfaces like glass, wood and steel.
o Multifamily resident doors in large communities like apartment buildings.

With wireless locks, organizations can:

Deploy access control at a greater scale

Wireless locks integrations allow
organizations to connect their Verkada
access control system directly to a door
lock, simplifying installation and ongoing
management while reducing cost.

Meet diverse installation requirements

The locking hardware supported by
Verkada's wireless lock integrations
includes many models, styles and
designs, providing the flexibility to
meet various installation requirements
and applications.

Easily manage everything from Command

Third-party locks are easy to manage via
Verkada Command, giving organizations
the flexibility and security of a cloud-based
platform. Wireless locks are another access
control device type within Command,
meaning door events, alerts, schedules,
access methods and user permissions are
simple to manage and update in real time.

With all-in-one hardware and seamless Verkada integration, wireless locks are a cost-effective, easy-to-install solution

that allows organizations to manage and configure more entrances in Verkada Command.

This guide will provide a detailed overview of the four series of wireless locks Verkada integrates with, including
key applications, features and integration requirements.

www.verkada.com
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Schlage Engage Series

Wireless Locks Integration Guide

Schlage Engage series wireless locks are single-component cylindrical locks that support proximity and NFC credentials.
Engage series wireless locks combine the lock, credential reader, door position sensor and request-to-exit switch in one
unit, eliminating the need to install additional components or run wires to each opening.

Engage series locks can function in offline mode or online mode

Offline mode:

Locks communicate with Verkada Command
through Wi-Fiand update with once-daily
syncs. No hub or controller hardware is needed.

Online mode:

Locks communicate securely with the GWE
hub and Verkada access controller. This
real-time connectivity enables remote door
unlocks and door lockdowns. The GWE hub
has a communication range of up to 30 feet;
see us.allegion.com/gateway for more details.

Supported locks

NDE mobile enabled wireless cylindrical lock

A simple-to-install lock that can function in offline mode or as
a networked lock with real-time management. NDE locks are
compatible with mobile, smart and proximity credentials and
are available in cylindrical, mortise, mortise deadbolt or exit
trim styles. More information can be found here.

Key use cases include:

o K12 classroom & office doors
o Storerooms and closets
o College classrooms and dormitories

Battery power:

Engage locks are powered with four AA batteries. Customers
should change batteries every year to ensure optimal
performance. Battery status displays in Command for easy
review and alerting.

www.verkada.com
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LE & LEB mobile enabled wireless mortise locks

A premium wireless lock with two sleek trim options
and a broad range of decorative lever and finish
choices. More information can be found here.

Supported locks include:
NDEB, LE and LEB

Product setup:

Detailed instructions on physical lock setup, configuration
and integration between Schlage AD series locks and Verkada
Command can be found in the AD Series Installation Guide.

More information on mechanical specifications, certifications,
compatible cylinders, reader specifications, lever styles and
finishes can be found in the NDE Series Data Sheet.

sales@verkada.com


https://commercial.schlage.com/en/products/electronic-locks/nde-mobile-enabled-wireless-cylindrical-locks.html
https://commercial.schlage.com/en/products/electronic-locks/le-mobile-enabled-wireless-mortise-locks.html
https://docs.verkada.com/docs/schlage-engage-series-quick-start-guide.pdf
https://docs.verkada.com/docs/Wireless_Lock_NDE_030122_2.pdf
https://us.allegion.com/en/home/allegion-engage-program/gateway.html
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Schlage AD Series

Wireless Locks Integration Guide

The Schlage AD series (AD-400 and AD-300) is a series of wireless electronic locks designed to be modular and provide
more lock configuration options and built-in functionality. AD series locks are available in cylindrical, mortise, mortise

deadbolt, or exit trim configurations.

AD series locks function in online mode, communicating through a secure connection with a PIM 400-485 connected
to a Verkada access controller for real-time connectivity, including remote unlocks and lockdowns.

Key use cases include

e K12 classroom and office doors
e Storerooms and closets
e College classrooms and dormitories

Battery power

AD locks are powered by four AA batteries. Customers should
change batteries every year to ensure optimal performance.
Battery status displays in Command for easy review and alerting.

Supported locks

AD-300 networked wireless locks

Available as cylindrical, mortise, mortise deadbolt, or exit trim
locks that are compatible with NFC and proximity card credential
technologies. More information can be found here.

Locking functions

Product setup

Detailed instructions on physical lock setup, configuration
and integration between Schlage AD series locks and Verkada
Command can be found in the AD Series Installation Guide.

More information on mechanical specifications,
certifications, compatible cylinders, reader specifications,
lever styles, finishes and ordering information can be
found in the AD Series Data Sheet.

AD-400 networked wireless locks

Available as cylindrical, mortise, mortise deadbolt, or exit
trim locks and compatible with NFC and proximity credential
technologies. More information can be found here.

Schlage AD series locks include two configurations to support the needs of specific applications:

1. Storeroom function (function 70) is designed to ensure

a dooris always secure. In Storeroom mode, the lock

behaves as follows:

e The outside lever is locked at all times.

e The inside lever is always unlocked for immediate egress.

« Valid credentials will temporarily release the lock so the
door can be opened from the outside.

www.verkada.com

2. Office function (function 50) is designed to enable

controlled lock state changes. This function is typically

used for offices and classrooms. In Office mode, the

lock behaves as follows:

e The outside lever can be locked or unlocked.

e Theinside lever is always unlocked for immediate egress.

e The lock can be controlled through the Verkada Command
override function, by pushing the button on the inside, or
through a physical key.

sales@verkada.com


https://docs.verkada.com/docs/Schlage_AD300_AD400_Electronic_Lock_Install_Guide.pdf
https://docs.verkada.com/docs/Wireless_Lock_AD400_030122_1.pdf
https://commercial.schlage.com/en/products/electronic-locks/ad-300-networked-wired-locks.html
https://commercial.schlage.com/en/products/electronic-locks/ad-400-networked-wireless-locks.html
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Schlage Control Series

Schlage Control series locks are designed specifically for multifamily residence doors. Control series wireless locks give
residents security and convenience while providing building owners more visibility and control through Verkada Command.
Control series locks are available as deadbolt, or interconnected (single-motion egress) locks, eliminating the need for keys.

Schlage Control series locks support networked (gateway required), No-Tour and standalone applications.
o With a network installation, locks connect to Command through an Ethernet (IP) gateway integration.
With this integration, the lock communicates wirelessly to the GWE hub, which is connected to
Ethernet and sends real-time updates to Verkada Command.
e The gateway communication range is up to 30 feet; more details are available at us.allegion.com/gateway.

Control Series architecture overview
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e Lock connects to Host real time
(downloads database/configuations Persistent BLE
changes & uploads any new audits)

e Must have a host server

Host is either on the LAN, WAN, or

in the Cloud

e No access control panel (ACP)

e The Gateway can be the
server or client

1
1
1
PoE ! Host
Gatewa em -
y Out of network

3

With No-Tour applications, Schlage smart and mobile credentials like the Schlage
MT20W enrollment reader deliver updates to devices without a network connection.

« Key use cases include multifamily residential doors in apartments, dormitories or retirement communities.

e Supported locks include the Control Deadbolt (BE467F) and interconnected lock (FE410F).

Battery life: Up to 11/2 years (offline mode), up to 1year (BLE credential enabled).

Battery: 4-AA batteries included; if loss of battery power occurs, customers can use a 9V battery to jump-start

the lock and provide access with assigned credentials.

* Product setup: detailed instructions on physical lock setup, configuration and integration between Schlage Control
series locks and Verkada Command can be found in the Schlage Control Series Installation Guide.

* More information on mechanical specifications, certifications, compatible cylinders, reader specifications, lever
styles, finishes and ordering information can be found in the Control Series Data Sheet.

Supported locks:

Control mobile enabled smart lock

Designed for convenience and security, the Control series
is available as a deadbolt or interconnected lock and comes
in various finishes and lever designs to match the specific
aesthetics of a property.

-

www.verkada.com sales@verkada.com


https://docs.verkada.com/docs/schlage-control-integration-guide.pdf
https://docs.verkada.com/docs/schlage-control-series-integration-guide.pdf
https://us.allegion.com/en/home/allegion-engage-program/gateway.html

Wireless Locks Integration Guide

SSA ABLOY
erio Series

The ASSA ABLOY Aperio series is a global wireless platform that uses local wireless communication between
an Aperio lock and Aperio hub to connect to Verkada Command, eliminating the most significant cost and
inconvenience of traditional access control - the wiring at the door.

Key Aperio features

o Utilizes IEEE 802.15.4 wireless communication between the lock and Aperio hub connected to a Verkada
access controller.

e Real-time communication to Verkada Command provides actionable door status monitoring, greater
security and more control.

o AES 128-bit encryption protects access to data.

 ANSI/BHMA Grade 1 hardware offers the highest degree of physical security available in access control locks.

Key use cases include: Product setup:
-K12 classroom & office doors. Detailed instructions on physical lock setup, configuration
-K12 storerogms, closets. and integration between ASSA ABLOY Aperio locks and
-College online classrooms. Verkada Command can be found in the Installation Guide.
e The Verkada ASSA ABLOY Integration Supported locks:
M andin the individual data sheets Verkada integrates with all locks in the Aperio series.
for specific locks (listed below) contain The Aperio series includes a range of hardware products
additional information on the Verkada and designed for markets worldwide.

Aperio integration.

www.verkada.com sales@verkada.com 6


https://docs.verkada.com/docs/verkada-assa-abloy-integration-setup-guide.pdf
https://docs.verkada.com/docs/verkada-assa-abloy-overview.pdf
https://docs.verkada.com/docs/verkada-assa-abloy-overview.pdf
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Locks Available in The
United States and Canada

Sargent IN100 lock: ES100 integrated electric strike and DR100 Aperio wireless card reader

. with relay:
A mortise lock that supports multiple card reader:

A wireless reader with relay control to

credential types and is ideal for Ideal for commercial and institutional ] >iEe
institutional and commercial applications with existing locksets. prowde 5|mpl|ﬁe§ ac.cess cont.ro.l for
applications. More information More information available here. single, double swinging and sliding

on IN100 locks available here. doors. More information available here.

<l

R100 Aperio wireless card reader KS100 cabinet locks: DL100 wireless deadlatch with card
with Wiegand hub: A cost-effective way to bring access reader:

A wireless reader that can be installed control to cabinets, lockers and drawers A wireless reader and aluminum door
without drilling or wires, offering an in applications such as healthcare, higher strike combination that can work in
elegant way to extend access control to education and IT/data centers. More standard aluminum style entrances.
glass, stone, granite or marble entryways. information available here. More information available here.

More information available here.

K100 cabinet locks:

A cost-effective way to bring access control to
cabinets, lockers and drawers in applications
such as healthcare, higher education and IT/data
centers. More information available here.

www.verkada.com sales@verkada.com
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https://www.securitron.com/en/products/keypads---readers/dr100
https://www.securitron.com/en/products/keypads---readers/r100
https://www.adamsrite.com/en/products/deadlatches/dl100-wireless-deadlatch
https://www.hesinnovations.com/en/products/cabinet-locks/ks100-series
https://www.hesinnovations.com/en/products/cabinet-locks/k100-series
https://www.sargentlock.com/en/commercial-locks-products/electronic-access-control/wireless/real-time-wireless/product-details.aehpdp-in100-8200-series-aeh_sargent_247662
https://www.hesinnovations.com/en/products/electric-strikes/es100-series
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Globally Available Products

e

L100 electronic lock C100 cylinder with integrated H100 electronic handle lock:

o Asecurity lock and RFID reader with RFID reader e An all-in-one unit that brings wireless
integrated DPI, bolt position and o A wireless locking device suited to access control into a slim battery-
override detection sensors. almost any internal door. The C100 powered door handle with integrated

e Availability: Europe, Australia and installs directly in the keyway for fast RFID and BLE readers.

New Zealand. More information is and simple installation. « Availability: Europe, Australia and
available here. * Availability: Europe, Australia and New Zealand. More information
New Zealand. More information is available here.

available here.

Escutcheon V3 series E100: Escutcheon series AU100:

¢ Asingle lock and reader unit designed o A set of commercial-grade digital locks
the 3570 series mortise lock. available in a range of form factors,

o Availability: Europe, Australia and New including: the popular 530 latch option
Zealand. More info is available here. (non-key override) and 60mm and 30mm

backset variants.
 Availability: Australia. More information is
available here.

www.verkada.com sales@verkada.com
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https://www.assaabloy.com/uk/en/solutions/products/electronic-access-and-locking/wireless-locking/aperio/l100-euro-electronic-lock-with-standard-rfid-reader
https://www.assaabloy.com/uk/en/solutions/products/electronic-access-and-locking/wireless-locking/aperio/h100-euro-handle
https://www.assaabloy.com/uk/en/solutions/products/electronic-access-and-locking/wireless-locking/aperio/e100-escutcheon-scan-profile
https://www.assaabloy.com/au/en/solutions/products/aperio-technology/au100-series-escutcheon
https://www.assaabloy.com/ee/en/solutions/products/access-control/aperio/aperio-c100-cylinder
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Wireless Locks in Command

Access Control ©@ ACsales | Access Control Demo (AC41) Manage Sites
@ Doors  Accesslevels  Lockdowns  Alerts  Admins  Settings Q x
a8 Verkada HQ  First Floor
Railread Kitchen Door o
Closed
- Railroad Muster Point 2
No contact sensor
Railroad Stairs (Stair 1) - L1 to L2 2
Closed
Verkada HQ / Second Flaor
. (3 AC Demo Room Door (AD400) o i a °
Closed
Name
& [y lanitor's Closet (e Railroad Kitchen Door
Offline: Last Cannected at Apr 5, 5:23 AM
— Site
\ 2 i AC Sales | Access Control Demo (AC41)
IS Snack Storage Room (AD400 Wireless Lock) e RYT 8 |
Ogen Access Levels
B 2477 ITFull Access  24/7 - Residence (including Garage) Workplace
B
2477 - standard Employee Doors
@ 24/7 - 2nd Floor Snack Storage & Janitor Access
&Y

Using Command, Verkada's web-based management platform, users can easily access wirelessly controlled doors
to update access schedules and user permissions or view ongoing events. With native Camera integration, Verkada
provides unparalleled visibility for access-controlled entries, giving users more insight and actionability on access
events and access management throughout their facilities.

Doors controlled Battery status Lock online Integrated
with wireless locks indicator status indicator camera feed

Current door Access levels and
lock status permissions for a
specific door

www.verkada.com sales@verkada.com
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Wireless Locks in Command (continued)
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Wireless Locks Integration Guide
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All third-party wireless locks support both NFC and Proximity access credentials.
Customers can easily manage user permissions and physical credentials in Verkada
Command and all wireless locks can inherit any access groups or levels from existing
configuration settings. These capabilities allow organizations to easily scale and
manage their access control deployments across different types of buildings

and entrances.

In addition to printed badges, any wireless lock connected via real-time online mode

can integrate with Verkada Pass web unlock to allow users to quickly unlock doors by i
tapping the unlock button in Verkada Pass. uﬁ Bike Room Door

Garage Arm

s| Garage Door

Claremont Exterior

www.verkada.com
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Ordering
Information

AD Series Wireless Lock Estimated pricing*

Wireless Locks Integration Guide

Model Number Description Cost (MSRP) usp
AD-400-CY Cylindrical Lock $2,646

;;—400—9“33* """""""""""""" Mortise Lock oo
;;—400—#'/‘]5 """""""""""""" Exit Trim s
.};.I‘I:’I400—485 PIM Hub wo
ANT 400—;QEM—H,;LL """"""""""""" Remote Antenna Module s
Engage Series Wireless Lock pricing*®

NDEB Cylindrical Lock $1,224

.I:I;:HBMS—AI;D """""""""""""" Mortise Lock s
LEBMS—GRW """""""""""""" Mortise Lock s
GWE """"""""""""""" Engage Hub oo
Control Series Wireless Locks pricing

Model Number Description Cost (MSRP) usp

Control Interconnected Interconnected Lock

Request for pricing

Deadbolt Lock

Request for pricing

“ Final pricing will vary based on final lock information. Note: Up to 4 locks can be attached to one AC41Door Controller.

www.verkada.com
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Ordering

Information

ASSA ABLOY Engage Series Wireless Locks pricing

Wireless Locks Integration Guide

Model Number

Description

Cost (MSRP) usp

Sargent IN100 Lock

Request for pricing

Electric Strike and Card Reader

Request for pricing

Aperio Wireless Card Reader

Request for pricing

Aperio Wireless Card Reader

Request for pricing

Wireless Deadlatch

Request for pricing

Cabinet Locks

Request for pricing

Cabinet Locks

Request for pricing

Electronic Lock

Request for pricing

Electronic Handle Lock

Request for pricing

Escutcheon V3 Series

Request for pricing

Escutcheon Series

Request for pricing

Aperio Wireless Hub

$519

www.verkada.com
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